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Introduction       

Risk is a fact of life. Business

organisations, voluntary organisations

and government agencies are subject to

some form of risk. Community

pharmacies and hospital pharmacies, even

with stringent regulatory controls, are not

immune from threats of risk. In August

2014, Walgreen Pharmacy chain in the

USA with 8,200 stores encountered a

major problem of database failure while

attempting to carry out a maintenance

update of the company’s prescription

database. All 8,200 stores were affected

by the problem. Patients had to wait for

several hours to get their prescriptions

filled.1 This incident demonstrates the

vulnerability of traditional information

technology (IT) applications. Organisations

that fail to manage risks effectively can

face catastrophic consequences. 

A review of publications between

1966 and February 2008 on dispensing

errors in the UK, US, Australia, Spain and

Brazil has revealed that the most

common dispensing errors identified by

community and hospital pharmacies were

(a) dispensing the wrong drug, strength

or quantity and (b) labelling medications

with wrong directions. The risk factors

were staff shortages, software problems,

high workload, distractions, interruptions

and poor lighting.2

A major risk to any organisation is a

weak risk management approach. The

Fukushima nuclear accident in Japan in

20113 and the stock market crash in

20084 are classic examples of failures to

manage risks effectively. Traditionally,

pharmacies have focused on the

wellbeing of the patient and have

implemented controls to prevent or

minimise any harm to the patient. The

Royal Pharmaceutical Society’s ‘Professional

Guide to Pharmacists’ includes a section

on minimising the risk of making

dispensing errors.5 However, risks of

losing customers, poor financial

performance and high staff turnover are

also real. Unfortunately, in the absence of

formal quality management systems in

pharmacies, the assessment of risk has

been a reactive approach. 

Although several models are available

to assess risks, pharmacies seldom devote

resources to identify and address risks

in a timely and proactive manner.

A proper assessment of risk can prevent

disastrous consequences. The purpose of

this paper is to present a holistic

approach called ‘risk-based thinking’

(RBT) applicable to organisations aiming

to improve performance. The approach

has now been introduced in the new

versions of ISO standards such as ISO

9001:2015 and ISO 14001:2015.6

Types of risks       

Risks have unique characteristics that

warrant particular management techniques

or analysis. Pharmacists can recognise the

most ‘obvious’ or most ‘apparent’ risk

that they encounter in daily practice. For

example, the responsible pharmacist

will easily identify a dosage error in a

prescription. However, the risk to the

business due to competition may not be

so obvious. In risk management three

types of risks can be identified: (1)

opportunity risk, (2) uncertainty-based

risk, and (3) hazard-based risk.7
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Opportunity risk 
There are two aspects to risks associated

with opportunities: risks of not taking an

opportunity and those related to taking

an opportunity. The management

accepts risks when a decision is taken to

embrace the opportunity and implement

appropriate steps to minimise negative

aspects associated with the opportunity

and maximise gains. Features of

opportunity risks are: (a) they may or may

not be visible or obvious, (b) they are

often financial, (c) they can present a

positive or negative outcome, and (d) the

outcomes are either short-term or long-

term. Examples of opportunity risks are

acquiring a new pharmacy, expanding

pharmacy services, a new care home in

the vicinity and moving to a new location. 

Uncertainty-based risk 
These risks are unknown and unexpected.

During the recent past these risks have

received much attention as a result of

such events as Fukushima nuclear

disaster, 9/11 disaster and hurricane

IRMA. The characteristics of uncertainty-

based risks are: (a) they are unknown or

unexpected, (b) difficult to predict, (c)

cause catastrophic consequences, (d)

difficult to quantify, (e) have negative

impact, and (f) not possible to control or

influence. Examples of uncertainty-based

risks are major fire or flood in the pharmacy,

a hold up and destructions to buildings.

‘Black swan events’ also fall into this

category.8 These share all the features

described above and, in addition, they are

extremely rare in occurrence but cause

catastrophic consequences.  

Hazard-based risk 
A risk associated with a source of

potential harm or an incident that may

cause potential harm is classified as a

hazard-based risk. Occupational health

and safety programmes identify this risk

as the most common risk associated with

business risk management. Hazard-based

risks include (a) physical hazards such as

noise, temperature and adverse

environmental factors, (b) chemical

hazards such as storage and/or handling

of inflammable, toxic, poisonous or

carcinogenic substances, (c) biological

hazards such as viruses, bacteria, fungi

and other hazardous organisms, (d)

ergonomic hazards such as poor work

place design, layout or activity and

equipment usage, and (e) psychological

hazards such as work place pressure to

conduct many medicine use reviews,

bullying, discrimination and inability to

interact with people of different cultures.

Mistakes that happen in the

pharmacy, such as dispensing errors and

handing out wrong medications, are not

hazards by themselves. Rather, they are

consequences of hazards such as stress,

inattention, interruptions, etc. RBT

enables such hazards to be identified to

provide an effective solution. 
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“Mistakes that happen in the pharmacy, such as dispensing
errors and handing out wrong medications, are not hazards by

themselves . . . they are consequences of hazards . . .”
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Techniques for assessing

the risk       

Two most commonly used risk analysis

techniques are Failure Modes and Effects

Analysis (FMEA) and the Swiss Cheese

model. 

FMEA
FMEA is a pro-active approach designed to

capture product/process related problems

before they occur. The fundamental

premise of FMEA is that all systems and

processes contain embedded system

failures. The application of FMEA to

pharmacy practice has been presented in

a paper by the Alberta College of

Pharmacists.9

Swiss Cheese Model
James Reason introduced the ‘Swiss Cheese

model’10,11 to explain the occurrence of

system failures. According to this model,

which has been widely accepted by

patient safety professionals, failures

caused by individuals are due to system

failures. In a complex system a series

of barriers or defences prevent the

occurrence of mistakes but each barrier

has unintended weaknesses called

‘holes’. These holes are continually

opening, closing and shifting their

location. The holes are identified as active

failures or latent failures. Active failures

are unsafe acts committed by individuals

directly in contact with the patient or

system. Examples of active failures are

slips, lapses, mistakes and procedural

violations. In contrast, latent failures are

‘resident pathogens’ which may lie

dormant for many years before they take

effect. Unreliable alarms and indicators,

ineffective procedures and design faults

are some examples of latent failures.9 In

the original model presented by James

Reason, five layers lying one behind the

other were described: top level decision

makers, line management, preconditions,

productive activities and defences.

Failures can arise at any one of these

layers. A major failure occurs when all the

holes align.

Software, Hardware, Environment

and Liveware (SHELL) model
Another model, which has been used in

the aviation industry, is the Software,

Hardware, Environment and Liveware

(SHELL) model.12 This model uses the

human factor framework, the basic

assumption being that humans make

mistakes and therefore even in best

circumstances errors are to be expected.

The centre of the model is shown by the

letter L representing the responsible

person. Liveware-Hardware interaction

(L-H) deals with ergonomics. The interface

between Liveware and Software (L-S)

represents the interaction between

humans and non-physical components of

the system such as procedures, work

instructions, computer programmes, etc.

The interaction between humans and the

environment is shown as (L-E). Finally,

Liveware – Liveware interface (L-L)

represents interpersonal communication.

Although this model has not been used in

the community pharmacy environment, it

can be used to analyse the involvement of

human factor in medication errors.

All the above models focus on preventing

errors and have been widely used in the

Aviation industry. The FMEA model and

the Swiss Cheese model have been

adopted to some extent in order to

analyse medication errors in the

healthcare sector. 

Error prevention and error detection are

important facets in pharmacy practice,

both in the community and the hospital

sector. To achieve excellence in pharmacy

practice, however, one has to look at the

big picture. Other forces such as financial

viability, market forces and competition

have a very significant impact on

pharmacy activities. An effective model

has, therefore, to meet the challenges of

risks and opportunities imposed by the

external environment in order to survive in

the current ever-changing economic

environment. Risk-based thinking is a

holistic approach that identifies risks

associated with the organisation’s

operation while providing opportunities

for better overall performance. 

Risk-based thinking        

Risk-based thinking is a coordinated set of

activities and methods that organisations

can use to manage and control the risks

that prevent the achievement of its

objectives. The following steps are

involved in the risk management process:    

Step1: Identify stakeholders and

their needs.

Step 2: Identify internal and

external, issues.

Step 3: Identify risks and

opportunities.

Step 4: Evaluate risks and

opportunities.

Step 5: Treat risks (action plan).

Step 1: Identification of

stakeholders and their needs
The Identification of stakeholders and

their needs is the preliminary step of

recognising the needs and expectations

of external and internal stakeholders.

This information forms a framework

to deliver the expectations of all

stakeholders. Internal stakeholders are the

management and the employees. External

stakeholders are suppliers, regulatory

authorities, patients and customers.

Step 2: Identify internal and

external issues
Internal and external issues are those

affecting the performance as a result of

the internal and external environment.

The needs of management are making

a profit, working within the budget,

delivery of excellent service and

compliance with regulations. Employees

need, for example, a good working

environment, professional development,

sufficient staff numbers, stock availability

and IT support. Similarly, for the pharmacy

to operate efficiently, the requirements of

suppliers, regulatory authorities, patients

and customers have to be met.

Step 3: Identify risks and

opportunities
Several tools are available to identify risks

and opportunities.13 The most basic and
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an effective tool is brainstorming. Some

examples of risks and opportunities are

presented in Table 1.

Step 4: Risk assessment
Pharmacists perform a wide range of

activities in the pharmacy from supply of

medicines to patient counselling. Risks are

involved in many activities and risk

analysis is a complex process of risk

assessment that includes an assessment of

the ability to prevent or mitigate risks, the

probability of occurrence and the severity

of the impact on the pharmacy and

patients. A scoring system based on the

probability of occurrence and the impact

has been widely used as in the National

Patient Safety Agency (NPSA) risk matrix

for managers.14 The higher the degree of

control in place to manage risks, the lower

the likelihood score. The severity is scored

on a scale of 1 to 5 based on the impact

on personnel, property and regulations

(Table 2). The ‘Total Risk Assessment’

score is the ‘Likelihood’ score multiplied

by the ‘Severity’ score. Full details are in

the NPSA matrix but Table 3 illustrates the

assessment of total negative risk.  

As healthcare costs continue to

escalate it is important to consider

pharmacy as a critical team member

rather than a dispensing unit. In today’s

hospital environment, the traditional

model of risk management fails to

capture the many opportunities to

improve patient safety, patient experience

and, ultimately, profitability. The RBT

model applied to a hospital pharmacy

may identify opportunities such as the

following to improve pharmacy service:

(a) possibility of medicine reconciliation

by pharmacy technicians, (b) appointing

a pharmacist to a pain management

team, (c) medicine education and

counselling during discharge of a patient,

and (d) managing costs of medication.15

Step 5: Risk Treatment
Treatment of negative risk

The process of managing negative risks

(Table 3) involves the preparation of a risk

management plan, which should include

the various options for treating the risks.16

The following are the options:

Eliminate the risk: High risks must be

reduced to at least a medium risk before

the work commences. Interim control

measures should not be applied. Risk

control measures should not be overly

dependent on ‘personal protective

equipment’ (PPE) or appliances.

Management attention is required.

Reduce the risk: The risk may be able

to be mitigated and reduced to ‘as

low as reasonably practicable’ (ALARP)

within a specified time period through

quality control procedures, performing

audits, compliance with regulatory

requirements, staff training, and

maintenance or modifying the

processes. Interim measures such as

administrative control or PPE may be

applied while longer term measures

are implemented. Management

attention is required.

Transfer the risk: A risk may be

transferred to another party through

insurance coverage, outsourcing, joint

ventures or partnerships. Cross

training of staff, identifying alternative

suppliers and using manual methods

are some other means of transferring

the risk.

Accept the risk: The company may

decide to accept the risk if it cannot

be avoided, reduced or transferred.

Generally such risks have low

probability of occurrence with low

impact on organisation’s activities.

However, frequent review and

monitoring of risks are required to

ensure that the risk level assigned is
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Issue 

Profit

Good working environment

Place orders on time

Compliance with regulations

Delay in dispensing prescriptions

Good service to customers

Insufficient staff

Receiving prescriptions

Delivery service

Care home in the vicinity

Risk or Opportunity 

Competition; Poor service; Too many errors; Higher prices

Unable to get breaks; Crowded space; IT failures

Responsibilities not clearly defined; Busy with dispensing; Lack of competent staff

Lack of knowledge of applicable regulations; Taking short cuts

Lack of qualified staff; Locums unaware of the arrangements; Taking too much time
to complete MURs; Insufficient stock

Front line staff showing excellent skills

Budgetary constraints affecting performance

Incomplete prescription

An opportunity to explore

An opportunity to explore

Table 1: Risks and opportunities
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accurate and does not increase over

time.

Treatment of positive or opportunity

risks17

The process of managing opportunity risk

is as follows:

• Identify the opportunity.

• Determine the process to which it is

applicable.

• Assign a rating based on the possibility of

success (1 to 5) and previous occurrence

(1-5) with 1 being the lowest and 5 the

highest probability.  The final rating is

the higher of the two.

• Assign a benefit score based on the

potential (a) for new business, (b) for

expansion of current business, (c) to

improve the ability to meet regulatory

requirements, (d) for improvement of

management systems, (e) for

improvement of company image and

reputation, and the estimated cost of

implementation. Each element is

assigned a score between 1 (lowest

benefit) and 5 (highest benefit). The final

rating is the highest of the six scores. The

‘Opportunity Factor’ is the ‘Probability’

score multiplied by the ‘Benefit’ score

(Table 4). The Risk Management

Description 

Impact on the
safety of
patients, staff or
public

Complaints

Financial loss

Business
interruption

Negligible (1)

Minimal injury;
No time off
from work;
Insignificant side
effects.

Informal 

Minor

Minor

Minor (2)

Minor injury;
Time off from
work < 3 days;
Side effects
require
attention.

Formal
complaint; 
Local resolution.

Low

> 8hours

Moderate (3)

Moderate injury;
Time off from
work 4-14 days;
Side effects
require hospital
treatment at the
OPD clinic.

Formal
complaint; 
Escalation to
management

High

>1 day

Major (4)

Major injury;
Time off from
work >14 days;
Side effects
require hospital
treatment in the
hospital.

Formal
complaint;
Pharmacy
Council enquiry.

Major

Major

Serious (5)

Death;
Permanent
immobility

Formal
complaint; 
Legal action.

Huge

Permanent

Table 2: Risk descriptor examples

Impact

Description

Frequency

Rare (1)

Probably never
happen

Unlikely (2)

Unlikely to
happen but
there is a
possibility

Possible (3)

Might happen
or recur
occasionally

Likely (4)

Probably
happen but not
persistent

Almost
certain (5)

Undoubtedly
happen or recur, 
possibly
frequently

Likelihood descriptors

Impact

(5) Catastrophic

(4) Major

(3) Moderate

(2) Minor

(1) Negligible

Rare (1)

5

4

3

2

1

Unlikely (2)

10

8

6

4

2

Possible (3)

15

12

9

6

3

Likely (4)

20

16

12

8

4

Almost
certain (5)

25

20

15

10

1

Risk assessment

Ranking total score: 1-3 Low risk; 4-6 Moderate risk; 8-12 High risk; 15- 25 Extreme risk
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Source

Stakeholder:
Patient

External issue

Internal issue

Process

Process

Need/Issue

Receive
medicines
without
delay

Regular
orders

Regular
breaks

Dispense
correct
medication

Deliver
correct
medication

What can
go wrong?

Staff
shortage;
Medicine
shortage;
Computer
breakdown.

Too many
urgent
orders.

Delays in
service;
Mistakes;
Stress.

Wrong
medication
dispensed.

Wrong
medication
given.

Likelihood

4

2

2

4

4

3
3

3

3

Impact

2

2

2

3

3

4
3

4

4

Severity

8

4

4

12

12

12
9

12

15

Risk
category

High Risk

Low Risk

Low Risk

High Risk

High Risk

High Risk
High Risk

High Risk

Extreme Risk

Table 3: Assessment of negative risk

Process

Sales

Medication
reconciliation

Medication
education on
discharge

Medication
cost control

Supply to
care home

Opportunity

New
Supermarket

Pharmacist

Pharmacist

Pharmacist

Pharmacist

Probability

Likelihood Previous 
occurrence

High -

High -

High -

Medium -

High

5

5

5

3

4

Benefit Potential (1-5)

5 5 5

5 5

5 5 5

5 5

5 5

Opportunity
Factor
Decision
(P x B)

25

25

25

15

20

5

5

5

5

5

Table 4: Opportunity risk
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Committee should establish an

opportunity score threshold.

Opportunities with factors greater than

the threshold value are either targeted

for action or rejected. Opportunity

factors lower than the threshold values

are rejected. 

Four main categories of controls can

be used to treat opportunity risks: (a)

accept, (b) exploit, (c) improve, and (d)

transfer. 

(a) accept: This is similar to accepting

negative risk. This approach essentially

means do nothing. If the opportunity

occurs, then it is a missed chance.

(b) Exploit: Extensive measures are

taken to make the probability of

outcome is 100%.

(c) Improve: Control measures are

adopted to increase the likelihood of

occurrence or the impact. However,

the measures are less extensive

because the opportunity is not a

certainty.

(d) Transfer: This approach is similar

to transfer in managing negative risks.

The opportunity is transferred to a

specialised organisation to make it a

reality.

Conclusion       

A RBT approach which utilises the

principles outlined will ensure that

pharmacies identify risks and address

them in a timely and proactive manner.
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“A RBT approach which utilises the principles outlined will ensure
that pharmacies identify risks and address them . . .”
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