
Pharmacy Management Volume 32 Issue 3

www.pharman.co.uk

90

Pharmacies - Get Ready To Move To The Cloud  
Dr Titus De Silva, Consultant in pharmacy practice, quality management and food safety;

Dr Sam De Silva, Partner & Head of the Commercial IT & Outsourcing Group at 

Nabarro LLP, London and UK solicitor representative on the EU Commission Expert

Group on Cloud Computing Contracts

Correspondence to: desilvatitus1@gmail.com

Introduction

Pharmacies play an important role in the

community in which they serve. They

depend on information from numerous

sources such as medical practitioners,

vendors, patients, regulatory agencies,

professional bodies, etc and also on

interactions with other healthcare

providers to deliver the services expected

of them. For decades, information

technology (IT) has provided the

infrastructure to manage a diverse range

of activities in the pharmacy. However,

even the most robust IT solutions can

sometimes fail. When this happens the

consequences can be disastrous for both

the pharmacy and the patients who

expect a reliable service.  In August 2014,

Walgreen Pharmacy chain in the USA

with 8,200 stores encountered a major

problem of database failure while

attempting to carry out a maintenance

update of the company’s prescription

database. All 8,200 stores were affected

by the problem. Patients had to wait for

several hours to get their prescriptions

filled.1 This incident demonstrates the

vulnerability of traditional IT applications. 

Cloud computing offers numerous

solutions to resolve such issues and

manage the daily activities in the

pharmacy in an efficient manner. Whilst

cloud computing has many benefits, such

as being faster, more cost-effective, more

flexible and potentially more secure than

on-site IT solutions, it also carries certain

contractual and legal risks. The purpose

of this paper is to describe the features of

cloud computing as applicable to

pharmacy practice and highlight some of

these key contractual and legal issues.

Development of cloud

computing                        

The development of cloud computing

was a gradual evolution which emerged

through a series of developments that

started in the 1950s with mainframe

computing.2

Cloud computing adoption

Cloud computing has experienced a

phenomenal growth worldwide since its

adoption in late 1960s. Although there is

some variation among the different

forecasts on cloud computing spending

there is clear evidence to suggest that the

technology is being embraced worldwide.

According to the Gartner Worldwide IT

spending forecast, the leading indicator

of major technology trends, overall IT

spending driven by cloud software will

reach $3.8 trillion in 2015.3
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By 2014, United States businesses

were expected to spend $13bn on cloud

computing and managed host services.4

In the United Kingdom (UK), the growth

has been rather sluggish. According to

TeleMarketView analysts, the UK market

was only £1.2bn in 2011, a 38% increase

over the previous year. By 2015 it is

expected to reach £3.9bn.5

Cloud computing

architecture and how

cloud computing works 

The cloud computing system has two

components: the front end and the back

end. They are connected to each other

through a network, usually the internet.6

Front end                          

The front end refers to the client’s

computer that is used to access the cloud

for a variety of services. The applications

required to access the cloud reside in the

front end of the cloud.

Back end                          

All the servers that respond to a user’s

request are held in the back end. This

typically consists of four main

components: date storage devices,

applications servers, computers and a

control node.

1) Data storage for storage and

retrieval of data by clients or

applications 

Multiple copies of data are stored in

the cloud for disaster recovery. Each

type of request from the user

requires a dedicated type of server.

2) Applications servers

There are a number of different

applications servers, each of which

can be dedicated for a different

function designed to run one

programme or service.  

3) Computers

A network of computers help cloud

services in connecting through the

internet and also the client network

route. 

4) Control node, which is

interconnected to other

components in the cloud 

The front end interfaces with the

control node, allowing clients to

interact with the applications and

storage devices. The control node

monitors traffic requests and services

using a set of rules known as

protocols. 

How it works

The working of cloud computing can be

best explained by the way we access

email. We use a browser such as Google

Chrome, Firefox or Internet Explorer to

access our email. The browser in our

computer (front end) is the interface

software that communicates with the back

end of the cloud through middleware.

The mail server and data storage in the

back end in the cloud respond to our

request by retrieving our emails.

iStock.com/merznatalia
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Virtualization

Cloud computing uses a technology

called virtualization to maximise the

utilisation of resources. It refers to the

logical partitioning of the resources of a

physical system consisting of a processor

(CPU), memory (RAM), storage (hard disk)

and connection (network) into several

logical virtual resources using software

called a hypervisor. Thereby, the resources

are pooled to serve multiple users; using

multi-tenancy enables users to be served

by the same physical resource. Network,

storage and application servers can all be

virtualized in this manner.7

Features of cloud

computing

The cloud computing system has six

attributes, three delivery models and four

deployment models.8

Attributes

● On demand self-service: Resources

are available to all users at anytime

from anywhere.

● Agility: Upgrades can be made and

applied across the network easily in

one instance of software.

● Broad network access: Users can

access resources from any

standardised devices, like a PC or

tablet, from any location.

● Resource pooling: Many users have

access to same tools and functions at

the same time.

● Rapid elasticity: Ability to respond to

a rapid increase in the number of

users and fluctuations in demand.

● Measured service: Resource usage

can be automatically managed by

monitoring, controlling and reporting

the usage enhancing transparency.

Delivery models

There are three delivery or service

models.9 These are:

Infrastructure as a Service (IaaS)

This is the most basic level of cloud

services. The cloud service provider

offers the infrastructure in the form

of a virtual operating system. The

CPU, memory and processing are

managed by the service provider. The

end user of information technology

architects uses the infrastructure

resources in the form of virtual

machines (VMs). Examples of IaaS

applications are Amazon EC2 and

Rackspace.  

Platform as a Service (PaaS)

At this level of service, the cloud

service provider delivers a more

comprehensive environment for

developing and deploying

applications by the client. The client

can design and implement software

applications for his/her needs using

the resources provided by the cloud

service provider. Salesforce.com and

MS Azure are examples of PaaS

applications. 

Software as a Service (SaaS)

The provider hosts the applications

necessary for the client. Client in this

instance is only a user. The data

associated with the software is stored

in the cloud. It is delivered as an on-

demand service over the internet.

SaaS services can be accessed or

disconnected at any time based on

the end user’s needs. Examples of

SaaS applications are Salesforce.com

and Google apps. 

Cloud computing deployment
models

There are four deployment models of

cloud computing.10 These are: 

Private cloud

Private clouds are operated by the

cloud provider exclusively for a

specific client and are customised to

meet the needs of the client. The

provider offers more flexibility in

meeting specific application related

security and privacy requirements.

Security, maintenance and upgrades

are easier to manage and provide

more control over deployment and use. 

Public cloud

The resources of a public cloud are

owned and operated by the cloud

provider for use by other companies

or individuals. Payments are on a

pay-per-use basis. The operation

costs on IT expenditure are reduced.

Hardware is no longer a limiting

factor and so data and storage

become much more flexible.

However, they are less secure than

other cloud models and are prone to

malicious attack. 

Hybrid cloud

A hybrid cloud is a combination of a

private and a public cloud. Individual

clouds retain their unique identities

but are bound by standardised or

proprietary technologies that enable

easy sharing of data and applications.

The private cloud serves the

organisation in secured applications

and data hosting while having access

to shared applications and data in

the public cloud. 

Community cloud

In a community cloud many

organisations construct and share the

“Users can access resources from any standardised
devices, like a PC or tablet, from any location.”
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cloud architecture, policies and

compliance considerations. The

organisations have access to the

same applications and data and share

the costs with the larger group. 

Application of cloud

computing in healthcare

Healthcare organisations have been

dealing with rapidly growing amounts of

electronic records and digital images to

deliver more efficient patient care. Like

any other service delivery operation,

healthcare needs continuous and

systematic innovation to remain cost

effective, efficient and timely while

providing high quality patient care.

Accelerated growth of the healthcare

sector requires a shift towards

information-centric core delivery models.

Hospitals and physicians need strategies

to enhance flexibility and achieve greater

healthcare value.11 Some of the issues

facing the healthcare industry are a

strong need for cost reduction while

improving efficiencies and productivity, a

need to modernise legacy applications

and systems and a need to comply with

regulatory standards and security

mandates.

How cloud computing

can benefit pharmacies       

Pharmacies are valuable partners in the

healthcare team. Efficient delivery of

pharmaceutical products and services

requires an integrated and collaborative

approach. Pharmacy regulators are

realising the potential benefits of

collaboration through health information

exchange (HIE), which improves patient

safety and outcomes while lowering the

cost. Moving to a cloud enables

organisations to utilise cloud technology

resources and gain major benefits.12,13

Some of the benefits are:

Security: Cloud service providers can

ensure data security through encryption,

backing up and verification of data

recovery using permission-based access.

Scalability: Cloud solutions can meet

ever-growing pharmacy data storage

requirements.

Mobility: Data is available anytime,

anywhere and can be accessed or

recovered easily.

Cost reduction: Pharmacies can access

the latest version of pharmacy

management systems as upgrades are

done by the service provider. In addition,

pharmacies do not have to pay for

hardware infrastructure or maintenance

reducing the IT budget. Claims are easily

handled with greater accuracy.

Sharing: More efficient patient care is

delivered through the sharing of

information among medical centres,

general practitioners and other

healthcare providers. Information is

available in a timely manner and

healthcare providers can easily access

complete patient histories for effective

decision making. The sharing of a

patient’s information requires patient

consent and the maintenance of

confidentiality. In addition, patients have

access to their own medical history

records. 

Optimising drug therapy: The

availability of patients’ information on-

line makes it possible for pharmacies to

Figure1: View of pharmacy cloud
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perform medicine use reviews and new

medicines services more effectively and

quickly. Pharmacists can determine

whether medication use is contributing to

unexpected effects or achieving the

desired outcome.   

Monitoring patients: The cloud

solution can help pharmacists develop

partnerships with patients for follow-up

disease management and monitoring.

Drug information: Pharmacists have

valuable information on over-the-counter

(OTC)  products, herbal products,

vaccination programmes, allergy, etc at

the touch of a button. 

Inventory management: Cloud service

providers offer better inventory

management by streamlining the order

process and meeting the changing

demands of drug use.

Pharmacy Services Cloud    

Figure 1 shows the view of a pharmacy

services cloud using SaaS applications.  

The NHS is a public cloud with access

to healthcare providers, patients and

other interested parties. The applications

include health information, health plans,

drug alerts, adverse drug reactions and

information for healthcare providers.

Pharmaceutical Council is a private cloud

hosted by the UK General Pharmaceutical

Council with access to pharmacists and

pharmacies and provides relevant

information to support pharmacy

services. In addition, a retail pharmacy

chain or hospital pharmacies in a district

may host a private cloud as a third

component of a pharmacy services cloud.

Cloud providers can also offer a public

cloud with applications required for

pharmacy activities. 

Clients have access to the pharmacy

services cloud via portals, which are

examples of SaaS applications. Access to

the applications is only through an

administrator, who provides access only

to those who have permission to do so

after authentication e.g. password. All

pharmacy patient care and health

information is stored in the back end

databases which are hosted on virtual or

physical machines based on IaaS

architecture.14

“Healthcare data has stringent confidentiality, security and 

privacy requirements. Issues associated with security concerns 

are access controls, audit controls, authentication,
transmission security and storage security.”

On-line information enables pharmacists to provide better patient care
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Challenges of cloud

computing in healthcare     

Although cloud computing is expanding

at an accelerated pace, there are still

some challenges which the providers

should focus on in order to assure

confidence to clients.15 The main

concerns are: 

Security and privacy issues: Healthcare

data has stringent confidentiality, security

and privacy requirements. Issues

associated with security concerns are

access controls, audit controls,

authentication, transmission security and

storage security.  

Interoperability: Interoperability concerns

are due to the vast amount of different

protocols, operating system programming

languages, platforms, data formats,

databases and applications that

organisations have been using.

Healthcare systems are not currently

designed using common modelling

standards leading to different databases

and incompatible systems.

Portability: Migration from one platform

to another is not always possible because

different providers use different

languages for their platforms.

Performance: healthcare systems

generate a vast amount of data and to

deliver data intensive applications on

cloud requires a high network bandwidth

which results in high cost.

Reliability: Outages are not uncommon

in cloud computing not only disrupting

services but causing considerable client

hardship. 

Cost Considerations       

Cloud service providers apply different

pricing models to determine the prices for

their services and most of these are

biased towards the service provider.16

According to 451 Research, which employs

most rigorous and comprehensive tools

to analyse the data from major cloud

service providers, the cost of running a

multiservice cloud application is $2.56

per hour or $1,850 per month including

the cost of bandwidth, storage,

databases, computer support and load

balancing.17 

Table 1: Contractual issues

Details

Nature of cloud service, scope (determines the type of service level

agreement).

Information security obligations of the cloud service provider (CSP).  

Pharmacies have more control over IaaS and PaaS but CSP has

more control over SaaS.

Audits and access rights and pre-contractual audit.

Warranty relating to data integrity and liability for data loss.

Obligation for compliance with changes in laws.

Ownership position in the cloud platform.

Minimum and maximum terms for termination.

Exit strategy, data retention period.

Portability and migration of data and applications.

CSPs limit and exclude their liability.

Selection of a CSP.

Insurance cover and level of insurance of the CSP.

A clear and comprehensive governance and change control procedure.

Issue

Service

Data

Audit rights

Disaster recovery

Compliance with law

Intellectual property

Termination

Exit management

Limitations and exclusion of

liability

Insurance and certification

Change control
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Plan to move to the cloud   

When a healthcare organisation

considers moving services to the cloud

several factors including staffing, budget,

technologies, organisation culture and

relevant government regulations have to

be considered. The model proposed by

Kuo18 involves four stages:

Stage 1: Analyse the current status of the

service process and identify the

fundamental service objectives.

Stage 2: Evaluate the opportunities and

challenges of adopting cloud computing

by using a SWOT (strengths, weaknesses,

opportunities and threats) analysis.

Stage 3: Develop an implementation

plan to move to the cloud.

Stage 4: Deploy the cloud computing

infrastructure and draw up a plan to monitor

the healthcare service improvement.

By using a structured approach it is

possible to develop a flexible, less

expensive and more efficient IT services

that benefit the end user.

Contractual issues       

There are a number of contractual issues

to be considered when entering into a

cloud computing contract and it is highly

recommended that organisations conduct

a risk assessment of the contractual

terms. These issues are summarised in

Table 1.

Case studies in brief       

Alliance Boots 

In August 2008, Alliance Boots

implemented the SaaS programme

Huddle, which included tools for projects

and collaboration. The Huddle tools

enabled the company to focus on

customers, make trading decisions,

create store layouts and develop

marketing activities. Initially it was used

internally for communication and

collaboration but later it was extended to

the tendering process. Huddle now

provides Customer Insight material which

is accessible by global teams through a

web browser. Communication has vastly

improved and material now flows freely

throughout the system to support

important critical business decisions. The

company chose Huddle due to its credible

off-the-shelf solution for collaboration

and its ease of implementation. Data

security was a concern and access to

customer data in the Boots Advantage

loyalty card was restricted to certain

Internal Protocol (IP) addresses only.19

Day Lewis Pharmacy 

Day Lewis Pharmacy is a well-established

pharmaceutical company specialising in

all health matters with over 1,600

employees in 200 locations. A team of

five support staff and area network

managers installed, managed and

maintained over 900 desktops and

mobile devices. Updating, managing,

tracking, auditing work group machines

were time consuming and difficult. Day

Lewis Pharmacy installed the Selection’s

cloud based System Management

Service, which made the operations more

efficient and less costly. The company was

able to use the already assigned capital

expenditure budget to undertake a

complete desktop refresh.20

Table 2: Some cloud computing applications for pharmacy practice

Source

http://kitcheck.com/product-

tour/#tourAnchor

http://medhok.com/who-we-

serve/specialty-pharmacy

www.pharmcomp.com/solutions.html

http://www.startupblink.com/startup/Byn

de-Technologies-Inc

http://www.gocloudfriendly.co.uk/gapps/p

harmacy

Application

Checking medication kits in

hospital pharmacies.

Medication management to

improve drug adherence and

clinical outcome.

1) Mazama Inventory.

2) Rx3000 Pharmacy System.

Outpatient monitoring tool to

track patients’ response to

medication.

Manages pharmacy business,

staff and pharmacy guidelines.

Product

Kit Check

MedHok

Mazama

Bynde Technologies

Google Apps

http://kitcheck.com/product-tour/#
http://medhok.com/who-we-serve/
http://www.startupblink.com/startup/Byn
http://www.gocloudfriendly.co.uk/gapps/p
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Some cloud computing
apps for pharmacy
practice       

Table 2 shows some cloud computing

applications used in pharmacy practice. 

Pharmacy practice is more than

electronic prescribing, monitoring

medication history and dispensing.

Pharmacists have been looking for new

challenges to offer more efficient public

services. Cloud computing technology

offers numerous solutions to meet the

ever growing needs of the healthcare

sector.
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